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To a1l IG Infos and AGC Infes

Re: SECURITY AMD THEFT OF MATERIALS
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From time to time files, policles, Lochnical materials and documsnts vital to
ths Chureh havs baen sioclen from O:ganizetions. Thess thefts are usually pro-
Torrmed aithes by F;rSs and nul-caszes who hops to maks somes parsonal gals out of
selling or uai:g the materizl, On othar cocasions such thefts are committed by
prufeaaiﬁnala c-pu-ati:g in the field of data #ollecticm. It 1s importart thas
.fnr purpuses uf securit.r va ba nbl- o recagniu tha diffarence betvwe=n a not
ard a professional. Thersfora I am giving here a descristion as %o how Lha
professional operstes in stealing materials by infiltration or by streoight
Ereaking, satering and theft.

Mamy refarences aro available oo thia subject concernirg indusirial esplopage
and & large volume of books havs boex written on the subjsct, Hovever, it
weuld appsar that a 1ot of this data has be=en ignored and it is time that we -

had it,

CAS ING

Tha first step in anmy breakirng and enterizg Job 1s casing. This consists of
chackirg out the ares to sssertain ths possibilitiss for breéaking into the
prepises. It fraquently amounts to the auwrveillance of an upnfixed durstion
made on tha place {o obiain a rough or preciss idaa of the schedules of the
ztaff, when the office iz expty, whethar thers are burglar alsrms and h:'hnt i=

" the best mathod of entry.

Other facters such as police patrols in the arsa, Pumber of public passing oy
the ar=a, visibility through windows etc,, cin be considarsd depending om
ciroumgtancas. Tha parson doing thas mu:l.l:'g usuwlly takes every affort to ensure
that ha i3 not spottad while he i3 doing the casing, as the polics ars very



usad ta this method and consequently after a thaft has been rsported ar docu-
ments found missirg will check this aspect to mee 1f any strangers have been
noted in the neighborhood, otc.
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SECURITY OF THE OPERATIOR

The firs cumidurntiuu on sscurlty ls always ths personnel chosen to do the
: fﬂh. " Professicnals would uwstally choose samsona who is confident and compe=
tent, eaally trainiable and fully trained, In cther words in Scientolegy terms,
Fecple who are not FTS, who sre not ethics cases, Additionslly ons would
normally chouss someons who 1s motdvated by duty or other high motivatiom to

preoveat later sall-cuts or discovery by reason of ag agsnt turplyg,

The second security iy basically to dovise s plan baged on effzctive casicg
that avolds smy change encounters, miatlksi dr confusions whiis the cperaticn

il beirg exscuted.

The third security on the operation itself is the facter of returning the
 materials before they are noticed to be mis=irg, thersby preveating amyome
{rom ever finding out that a1 theft has eccured, This subject is coversd lztar,

"{URITY OF THE OFEUIIVES )

_ Professionsls at -n' tineas wvear glpus durirg an cperation. Thia prevants
firgerpricty being left bel’rd by which the agents could be traced. Glcves
used ars !‘roqumt.:lr light cotton gloves such a3 women's dress gluves. Ancther
type wed is an underglove used by mt.nrqrclg ridery to wear undarmeath the
motoreyele gauntlet to keap their hards doubly warm in winter. Such gloves
are thit snd d¢ act interfers too much with the uas of hands apd fipgers for
detailed jobs, Additionally papers, files and othar materdsls can be leafed

4hrough or paged throvgh easily,

If there 13 any difficulty in handlicg phpers with gleves on, an agent might
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rubber caps with 4 rough surface that go over the tips of the firgers, used by
‘ ple who have to do g large amount of paper m-u.ni.

The resaon for using gloves has nothirg to do with the sctual identification
of the agort 1n connection with tha Job at hand, unlsss ;.:.hu agent im picked
up at a later date or on ancther job. Howaver, gloves are worn as a routine
ratier becausy scmsone doing 3 serles of Jobs im a row could lesave himself
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wids opehh by icerving pricts behlod for the police 40 compars prints oh savesal
different joba, find oui that only cne individusl was ipvelwed and possibly

by thereugbnesa of checkirg, isclate the pecple or perszony who were in the are:
at the right times. Therfore professionals always wear gloves, whether his
Frints are recordsd with an _nﬁital sgency oF not.

Thare are only a few surfaces that willl take a firgerprint that can then be
gleaned off, Sugh surfaces u'-.plastics ard mgl. Tirtually every ather
s;.'lr':‘li:& ﬁl‘l rmiﬁ | prit:tl.rur l.rln.:gc é.beri:;& of time. MNodern selertijlc
mathods hive made it possi¥la to retrieve prints that have long since fadeﬁl
with ape and are not recoverable by the old=fashionad technique of firgervrint
powder, Scotland Tard have in fact developed a rdwics that will pick up 2
firgerprint :;fr 2 piega of paper that has besn {loatirg in a rlvar for over

thres months,

SACUALTT CF THE ORGANTZATION

Professionals are always working for soms persos or group which for the purposss
of this section will be Teferred to as an orpanization. I ths sgeot’s motiva-

tien for working for the group is high, then this secticn will cepcarn the

agavt azx well,

Ay professional intelligenca group has to cenfremt the possibility Lhat at
some stage att agent will bes picked up. Tha most serlous af thase 1= whan the



ageat 1s picksd up inm the actial sct of stealirg documents or in poaition
wirtre he 18 about to steal documents, or has Just stolsn documents and is
novirg to his base with the matearial. Therefere agants are fraqu:nﬂ; given
{astructions alorg the lines of "if you are picked up by thi police, don't
say anythirg more thap you ars requised to' by lawm, which is usually your nans
snd addrass but this variss dapendirg com the avea, ‘this is of course il the
agant 1s in a pesition whers no story would axplain the outpeints confrontirg
the polica. The agent will prabsbly be arrested at this atage and should
quistly arnr:u s :l-l'-lj"l:l' through a4 law soclety o 1eg:1 ald society, Such
societion abound thase days and a name and lddru: of ope can De mesorized

beforchand,
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The organizstion usually arrarnges scmae method of muni:;atinn 50 that the
agert can tip them off that be has been picked up. Any crganizaticon that haa
a desire to retain its sgents or to comtinue recruitirg agents, usually has
the sense to provide bail through soms ball bond system that aliows the
organization to remain snomymous, peys any legal fees Sncurred and gives avery
possitle moral sncoursgmment,

- kdditionaliy, any agent working on such operstidns would have pothing in his
posseasion that connected him with the organitation, sothirg at hia home

address that conrected him with organizatlon and mo puzfsiblu wvay of trecirg

mn teck, For axarple, an alternative esxployment or no employment, bot cartain-
1y oo mention of employment by the orgamizaticn, This is the usual exchage
betwesn agert and crparnization in the evamt of an arrest, The agent protects
the orgardzation, _thq organization assists the sgent in svery poasible vay.

| Such preparaticns sre alse ususlly nmade well in advance, so that the ageot’s
recant history dows not show ary commection with the organization,

COVER STORY

e Fwlnl nead e refasstoeal e e satfiars $he mranire haw hasn ol esbad and



th-p;:n&udsndeq, s serieyd of cover storles are mocked ap to cover eich
stage of the operation in the svent that tha oparation is blown at soy poirt.
Sush covar stories usmally relate to the most vulnarable state of operation,
For sxample, an agent might prepers a story as to why he was in that particular
neighborhood, why be was on that particular street, why he knocked on that
perticulay door, even what he wvas doirg in that particolar beckyard. Thus if
ba {3 picked up at amy of thess pointa he has s plansible explanation as to -
vhat he 1ls doing,

On oceapicn cover stories are mocked up 0 cover being uu;ht-.in the act. It
1s somstizes to fhe advantage of the agent and the organmization, if the police
balisve ﬂ'll‘l- tb- agent was actuslly Prsaking in for money or goods, rather
than documents or files, as the police have s camon R with crinminels who they
can duplicate) but sometines pet frantic when confronted with intelligence
eperations, | Such sover storiss a3 meriioned above would slsc be desigred 40
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handle the Jocal security guard, the local resident or zteffmember ¢r whocever
discovers the agent in the begioning stages of the operation,

TOOLS AND EQUIRVENT

Tecls and equipment have always been a probler to agents in any operatien
because the siandard lock plekirg devices; crowbars; sledgeharmers and hacke
sawe and stapdard itets used for breaking Intc a place ars essily recegnizwd
by tks polices In fact In .sm Flaces carryisg such instruments iz in {i2e1<
an offenss, An ageni picked up on suspicion prior to an operation gould find
himasl! in het water even though he hud mot yeb actuplly done scyihirg., Thare-
fore zan agemt will usually try isstasd tu ebtair a key to the place he wants

to enter belforshand or find & methed of entry that does not require the use of
instruments and tocls, As this 1s not always possibles an agenmt will stiempt to
avoid detection by carryirg the tocls for am short a time ay possible in
connecticn with tha operation being done, or disguiss the tcols in some way
that they canzmot da recﬁgrﬁzid, such s a thin plastic comb irastsad of a strip
of ¢elluloss or a halrgrip iostead of a lock plck,.

Some agents and t;rganizatian: devlise Llrgedors metheds of hidirg the sgquipmest
urually in concealed pockets in rigid itams such as qigaretie Lizhters and
fountair pens, Host agerts, however, rely on the two key factors iowvolved
durirg ap operstion which are 1) attendisy to minor datsils before you get
atarted, and 2) Xeepirg your cool arnd staying up together while the opsratimn

is on.

THE FILES TFEIMSEZLVES

. Bast wvay of preventirg being cavght at » J.ahr date is of courss to ensure that
no one finds out that anythirg evar happened in the first place. In other words
copy the files and return them, Moot agents oparats on thiz basis, at least
the professicoral omes do, FHowever, orgs have also been plagued with files



Ecing missirg and never to be seen agsin, Such oparations are rot professionsl,
unless deme with the express purpese of malding the files disappesr in the first
place. This is of valus to some professionals as & [ils contairg vital plan-
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-nirg or documents dissppearing, could heve camagiry effect on the group.
Obviously gloves wonld alsc be tsed when the decuments wrs copied and in the

subzaquent cperation to retw=a the documents.
FLANTS

+ There kas already been much writtsn about planta s0 I won't gt into any great
detail hers, but just twe ootes.

A plant in :n;;' orgamdzation or Froup Bas & job 1n an ares hs operates in, The
staff of the organization are accustcmed 4o peeirg the person in that sres.
Additionally the perscn's Tirgerprints would normally only bs found in thet
ares. Tharefors a plant wishirg %¢ rewvye Illea from anviber section of ao
urglniiltinn would do 30 at & tize when ba or she wouldn't be sean and would
do 1% with oniy gloves om,

I hops you will find the above useful, I may have pone inte teo puch detall
in some places, but tha data should help you combat thefts cf documents
sffactively as aryone of the points cwtlined picked up on a parsen, would be
an indicator of a professicnal operzting, I hope yun will kesp alart to thess,

Mo Pudlong
D/G Informatien W



